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i Khio sat chi tiét 16p Datalink

= Chia lam hai tang con: LLC, va MAC.
s Lép 2 ho tro 16p 1:
= Lop 1 khong thé glao tiep duoc voi cac 1op trén -> 16p 2
s dung tang LLC d¢ giao ti€p
= Lop 1 khong thé xac dinh cac may tinh -> 16p 2 xéc
dinh may tinh dua vao dia chi MAC
= Lop 1 chi c6 thé mo ta 1 chudi bit lién tuc -> 16p 2 t0
chirc, phan chia thanh tirng nhom bit ¢6 y nghia
= Lop 1 khong thé nao quyét dinh may tinh nao dugc
quyén go1 thong tin Ién mo1 trudng néu cung mot lue ¢o
nhi€u may tinh muon go1 thong tin -> Lop 2 su dung hé
thong ho trg Media Access Control (MAC).



i Cac phuong phap truy cip trén méi truong truyén dian

= Cam song da truy co phat hien dung d6 (CSMA/CD)
= Chuyén thé bai (Token-passing)



i Cac phwong phap truy cap

= K§ thuit CSMA/CD
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Cac phwong phap truy cap

=K¥y thuat CSMA/CD
= Host mubn goi dir liéu.
= Tin hiéu trén duong truyén ?
= Chuan bi frame dé gai.
= GO61 Frame di.

Yes

0

= Kiém tra collision ? 3 -
= Tiép tuc goi frame. '
= Da go1 xong dir liéu ? 4
= Két thiic goi dir liéu. I

= Phat sinh tin hiéu tat nghén (JAM) Yes

= SO lan d3 goi tang 1én 1

= S04 lan da goi qué 1on ?

= Huy bo viéc truyén dir liéu

= Dung thuét toan backoff dé tinh toan th¢
cho (t ms)

= Cho t ms, sau do goi lai
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No

2
77

10

No
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i Cac phwong phap truy cap

= Ky thuat Token-Ring
= Di tor Workstation 2 dén Workstation 5

Workstation 4 Workstation 5



i Cac phwong phap truy cap

= K§ thuat Token-Ring (khi co su co)

Workstation 4 Workstation 5



Cac phwong phap truy cap

Ky thuat Token Ring

Bit dau

Cho thé bai (Token)

Giir thé bai

Co6 mudn gdi dit lidu ?

Gai dir liéu di

D3 hét thoi gian cho phép ?
Gial phong the bai

Két thic

O



:L Khao sat chi tiét 16p Network

= Dinh tuyén (Routing) 1a qua trinh chuyén thong tin
qua mang tu noi go1 t61 no1 nhan. Pinh tuyén co
hai thanh phan l1a chuyén mach (switching) va chon
duong (path determination).

= Dua vao bang dinh tuyén (routing table), thiét bj s&
quyéet dinh dia chi k€ ti€p can d1 qua dé dir licu co
thé dén duoc dich.

= Cung cap dia chi logical address (IP address)

= Cung cap cac giao thirc IP, IPX,...
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i Khao sat chi tiét 16p Network

= Qua trinh x ly ARP

Chuan bi goi dit liéu

Kiém tra dia chi MAC c6 trong
ARP table ?

Go1 go1 tin ARP request

Nhan go1 tin ARP reply

Lay thong tin dia chi MAC dé
gd1 got tin.,
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N
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Yes
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i Khao sat chi tiét 16p Network

s D1

11 MAC cua may C

ARP Table:

MAC MAC IP IP
A.B.C1.23]| 7

| | | . | | . |
| A.B.C.1.2.3 | | A.B.C.4.5.6 | | A.B.C.7.8.9 |
I R R R

A B C =



Khao sat chi tiét 16p Network

= GO1 go1 tin Broadcast (ARP request) di

MAC MAC IP IP
ff.ff.ff.ff.f.ff

E B 2

| | | | | |
| A.B.C.1.2.3 | | A.B.C.4.5.6 | | A.B.C.7.8.9 |
I N A R

What is your MAC Addr?

A B C
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i Khao sat chi tiét 16p Network

s May C nhan dugc go1 tin Broadcast

MAC

MAC

ff.ff.ff.ff.f.ff

IP

IP

What is your MAC Addr?
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i Khao sat chi tiét 16p Network

= May C tra 101 bang géi tin ARP reply

A_B“{Ié (7;_3_9 MAC IP IP This is my MAC Addr
| , | . | ] |
LA.B.C.1.2.3 | L A.B.C.4.5.6 | L A.B.C.7.8.9 |

A B C .



i Khao sat chi tiét 16p Network

= May A goi goi tin dén may C thong qua dia chi MAC

ARP Table:

MAC MAC IP IP
A.B.C.1.2.3]A.B.C.7.8.9

2 B 2

| | | | | . |
| A.B.C.1.2.3 | | A.B.C.4.5.6 | | A.B.C.7.8.9 |
I R R R

Data
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i Khao sat chi tiét 16p Network

s Cung duong mang

s Khac duong mang

Host Y

ARP Request

Broadcast

Example 1: TCP/IP
destination local

Host Y

ARP Request

| ARP Reply|

= Qua trinh dia chi MAC trong 2 truong hop

Host Z

wac_| luac
MAC

Broadcast

B

Example 2: TCP/IP
destination not local

Router A_{;

Routing

| ARP Reply| table:
Host Y Net for
MAC Host Z
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! Khao sat chi tiét 16p Network

= Qua trinh thuc hién 1énh Ping
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i Khao sat chi tiét 16p Transport

s Ho tro cho viéc phan manh va tap hop dir liéu thanh céc
data stream.

= Reliability (tin cay)
= Flow Control
= Hai protocol ¢ 16p transport layer 1a TCP va UDP:

= V&1 TCP thi qua trinh thuc hién qua ba budc sau:
= Thiét 1ap két ndi (connection establishment).
= Truyén dir liéu (data tranfer).
= Két thuc két ndi (connection termination).
= UDP la nghl thirc khong tin cdy, n6 khong dam bao dir li€u
dén dich co6 bi mat hay khong, ding tht tu hay khong.

UDP nh¢ cac nghi thttc ¢ 16p trén dam nhan chirc nang

nay.
Yy 19



i Khao sat chi tiét 16p Transport

= TCP hoic UDP dung port hoic socket, nd 1a con sb
ma thong qua do6 thong tin duge truyén 1én cac 16p
cao hon. Cac port cO gia tr1 nho hon 1024 dugc
dung lam cac port chuan. Cac ing dung riéng nén
dung port c6 gia tr1 1o6n hon 1024.

= Gia tri port dugc chira trong phan dia chi nguon va
dich ctia moi segment TCP.
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Flow Control

! Transmit
B
 —

Khao sat chi tiét 16p Transport

=

Sender » Receiver

Stop —|i S <€ Not ready

-®r
Go —|i '— £ REEd!

Resume transmission 3
-

Buffer full
Process
segments

Buffer okay
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Khao sat chi tiét 16p Transport

cknowledgment
1123|456 11213415
Send 1 e
Send 2 >
Send 3 >
- Ack 4
Send 4 e
Send 5 X
Send 6 e
<« Ack 5
Send 5 >
- Ack 7
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Khao sat chi tiét 16p Transport

indowing
Window Size=1
— Send 1 > | | Receive 1
] -
L Vo Send 2 > | | Receive 2
("'/ ACk‘ 3
Window Size=3
Send 1 » | | Receive 1
Send 2 > | | Receive 2
Send 3 > | | Receive 3
Send 4 T | Receive 4




Khao sat chi tiét 16p Transport

s [FIT|[S|[D|T[S
S T|E|(M|N|F|N
EYP|L|T|S|T|M
N|P P| P
E
T

Port
Numbers—»

TCP UDP

Transport
Layer

= Ca TCP va UDP déu str dung Port (hodc socket) dé
g01 thong tin dén cac tang trén
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i Khao sat chi tiét 16p Transport

s Port co g4 tr1 tu: 0 — 65535.
= Port du@i 1023: danh cho cac ng dung pho bién,
00i 1a cac Port chun.
= Port tr 1024 : cac Port chua st dung.
= MOi trng dung c6 Port riéng. Vi du dich vu FTP ¢6
Port mac dinh 1a 20 va 21, trong khi dich vu Web
lai c6 Port mac dinh 1a 80. Khi may tinh khac
mudn st dung dich vu Web thi phai két ndi vao
Port 80.
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i Khao sat chi tiét 16p Transport

= DPic diém cua giao thirc TCP:
= Connection-oriented (hudng két noi)
= Reliable (tin cay)

= C6 thé goi lai cac thong tin d3 géi nhung may nhan
chua nhan duoc.

. Sép Xép la1 cac go1 tin nhan dugc theo dung trat tu
nhu bén goi.
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Khao sat chi tiét 16p Transport

= Giao thitc TCP - Cach thurc bat tay 3 lan

HOST
A
&

Send SYN
(seq =x)

Receive SYN
(seq =y,
ACK =x + 1)

Send ACK
(ACK = y+1)

‘\hﬁhﬁhﬁhﬁhﬁih

HOST
B
ar

Receive SYN
(seq =x)

Send SYN

(seq =y,
ACK =x + 1)

Receive ACK
(ACK = y+1)
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i Khao sat chi tiét 16p Transport

0

Dinh dang cua go1 tin TCP

4 10 16

24

31

SOURCE PORT

DESTINATION PORT

SEQUENCE NUMBER

ACKNOWLEDGEMENT NUMBER

HLEN |RESERVED|CODE BITS WINDOW
CHECKSUM URGENT POINTER
OPTIONS (IF ANY) PADDING

DATA

28




i Khao sat chi tiét 16p Transport

= MOt sO truong can quan tAm trong cau tric goi tin
TCP:
= Source Port: Port nguon (Port trén may goi)
= Destination Port: Port dich (Port trén may nhan)

= Sequence Number: La s6 tuan tu cua octet dit liéu
dau tién trong segment (trir khi cd SYN duoc bat)

s Acknowledgment number: Chtra gia tr1 cua goi1 tin
ké tiép ma bén nhan dang cho.

= Window: Chi ra s6 luong géi tin toi da ma bén nhan
c¢6 thé nhan cung mot thot diém
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i Khao sat chi tiét 16p Transport

= Mot sO trudng can quan tdm trong cau trac goi tin
TCP (tt):
= Control bits: (8 bit)
= URG: Urgent Pointer field significant
= ACK: Acknowledgment field significant
= EOL: End of Letter
= RST: Reset the connection
= SYN: Synchronize sequence numbers
= FIN : No more data from sender
= Checksum: Dung dé kiém 16i & phan header va phan
dir [i¢u
= Data: dir liéu duoc chira trong phan nay
30



i Khao sat chi tiét 16p Transport

= UDP chuyén dit liéu theo hinh thirc khong tin cay.
Pic diém cta UDP:

= Connectionless (phi két noi).
= Unrehiable (khong tin cay)

= Khong dam bao viéc phan phat cac goi tin dén ding
dich (unreliable).

= Khong sap xép thur tu cua cac go1 tin sau khi nhan
duoc.
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i Khao sat chi tiét 16p Transport

= Mot so giao thtrc (protocols) str dung UDP 1a:
s TFTP (Trivial File Transfer Protocol)
= SNMP (Simple Network Management Protocol)
s DHCP (Dynamic Host Control Protocol)
= DNS (Domain Name System)
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i Khao sat chi tiét 16p Transport

= Dinh dang g61 tin UDP

16 16 16 16

Source |Destination | Length | Check | Data...
Port Port Sum

= UDP la giao thitc don gian dé chuyén dir liéu, ma
khong can xac nhan va dam bao viéc phan phoi.

33



i Giéi thiéu mo hinh Firewall

» Gidi thiéu vé Firewall
s Dual-homed host
s Screened Host

s Screened Subnet



i Giéi thiéu vé Firewall

= Firewall hay con goi 1a bic tuong lira dugc hiéu
nhu 1a mot hé thong may tinh va thiét bi mang
gitup ta co thé bao mat, giam sat cac truy xuat tu
bén trong ra ngoai va nguoc lai. Tir d6 ta co thé
phong chong céc truy cap bat hop phap.
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i Mo hinh Dual-homed host

= Firewall theo kién tric Dual-homed host dugc xay
dung dua trén may tinh dual-homed host.

= MOt may tinh dugc go1 1a dual-homed host néu né co
it nhat hai network interfaces. Mot interface giao tiép
v6i bén trong (LAN), mot interface giao tiép véi bén
ngoai (WAN).

= Dual- homed host chi c6 thé cung cap cac dich vu bang
cach uy quyén (proxy) hodc cho phép users dang nhap
truc tiép vao dual-homed host. Moi giao tiép truc tiép
gitra mot host trong mang nd1 bd va mot host bén ngoai

déu b1 cam. N



| Mo hinh Dual-homed host

s MO hinh

Remote User

Firewall g Dual-homed host

Internal Network
]

= =] ey =
—— = =]
Computer Computer Computer

Computer
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i Mo hinh Screened Host

= Screened Host c6 cau truc gan giong voi c€:1u
trac Dual-homed host. Kién tric nay cung cap
cac dich vu tor mot host bén trong mang nd1 bo,
dung mot Router tach ro1 vé1 mang bén ngoai.
Trong kiéu kién tric nay, bao mat chinh 1a
phuong phap Packet Filtering (Ioc go1 tin).

= Bastion host dugc dat bén trong mang nd1 bd.
Packet Filtering dugc cai trén router. Theo cach
nay, Bastion host 1a hé thong duy nhat trong
mang no1 bO ma nhirng host trén Internet co thé
két noi toi.
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i Mo hinh Screened Host

= Packet ﬁltermg cling cho phep bastion host c6 thé
mé két ndi ra bén ngoai. Cau hinh cua packet
filtering trén screemng router nhu sau:

= Cho phép tat ca cac host bén trong mo ket ndi toi
host bén ngoai thong qua mot s dlCh vu ¢d dinh.

= Khong cho phép tat ca cac két noi tir cac host bén
trong (cam nhirng host nay st dung dich proxy
thong qua bastion host).

= Mot s6 dich vu duoc phép di vao truc tiép qua
packet filtering.

= Mot s6 dich vu khac thi chi duoc phép d1 vao gian
t1I€p qua proxy.
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i Mo hinh Screened Host

<P
4

= MO hinh
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i Screened Subnet

= Nhim ting cudng kha niang bao vé mang noi
bo, thuc hién chién lugc phong thi theo chiéu
sau, tang cuong su an toan cho bastion host,
tach bastion host khoi cac host khac, phcfn nao
tranh ldy lan mot khi bastion host bi ton thuong

= Kién triic Screened subnet dan xuat tir kién triic
screened host bang cach thém vao phan an toan:
mang ngoai vi (perimeter network) nham cé lap
mang nd1 by ra khoir mang bén ngoai, tach
bastion host ra kho1 cac host thong thuong khac.
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i Screened Subnet

= Router ngoair (External router con go1 la access
router): nam gilta mang ngoai vi va mang ngoai
cO chirc nang bao vé€ cho mang ngoai vi (bastion
host, interior router). N6 cho phép hau hét
nhling gi outbound tu mang ngoai vi.

= Interior Router (con goi 1a choke router): nam
gifta mang ngoai vi va mang ndi bd, nham bao
vé mang nd1 by trudc khi ra ngoal va mang
ngoai vi. N6 khong thuc hién hét cac qui tic
packet filtering cua toan bo firewall.
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i Screened Subnet
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